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Abstract : Multi-sensor anomaly detection plays a crucial role in several applications, including industrial monitoring, network-intrusion
detection. However, the task poses significant challenges due to the presence of massive unlabeled data,and it is difficult to identify nor-
mal patterns in the spatio-temporal data. Therefore , Transformer-encoder-based anomaly detection( TEAD)is proposed. TEAD algorithm
does not rely on labed data and belongs to unsupervised learning. It combines the advantages of Transformer framework and optimal
truncated singular value decomposition( OT-SVD). TEAD comprises a multi-head transformer encoder for effective time series represen-
tation learning,a convolutional decoder for reconstruction,and a memory network for predictive analysis. OT-SVD is used to remove the
noise of the data and provide reference values for the calculation of reconstruction loss and prediction loss, and the reconstruction loss
and prediction loss are fused to calculate the anomaly score. Then,according to the anomaly score,the measured value of the sensor is
judged to be normal or lot. Compared with the typical anomaly detection algorithms based on machine learning and deep learning, the
proposed TEAD algorithm improves the detection performance and enhances the generalization ability of the model. On the SWAT data-
set,the AUC value of TEAD algorithm is up to 0.916,while the AUC of the benchmarks algorithm is less than 0.85.

Key words : multi-sensor systems ;anomaly detection ; Transformer encoder ;multi-head attention mechanism ;truncated singular value de-
composition
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