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Study on Intrusion Detection in IoTs Environment Based on GAN&CNN
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Abstract : As technology advances , network intrusion techniques have become increasingly sophisticated , posing significant security chal-

lenges to edge devices within the Internet of Things(ToT) ecosystem. To overcome the limitations of traditional intrusion detection models

in IoT environments particularly their suboptimal detection performance and incompatibility with the resource-constrained nature of
edge devices,a lightweight model that integrates generative adversarial networks ( GANs) and convolutional neural networks ( CNNs) is
proposed for identifying intrusion behaviors in loT settings. This innovative approach leverages GANs to address data imbalance issues,
while a lightweight CNN based on the cross stage partial (CSP ) structure is employed for efficient traffic feature extraction. Traffic data
classification is achieved by using a Softmax function. Experimental results on the UNSW-NB15 and CICIDS2018 datasets demonstrate
the model’s exceptional performance,achieving accuracy rates of 99.64% and 99.65% , precision rates of 99.55% and 99.35% , recall
rates of 99.61% and 99.64% ,and F1 scores of 99.58% and 99.49% ,respectively. Additionally,the model maintains a compact size of
only 21 KB to 32 KB. These findings highlight the model’s capability to deliver high-precision intrusion detection with minimal computa-
tional and storage requirements , making it an ideal solution for the demanding constraints of loT environments.
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R T ER TR ZE A A B RS S AR
FEORUERE AR RESRAAR (R 0T, i 38 3t R A\ A
WA, AREBR MLP , BRA 2 R 43 e i, 50
HBEZE R fIE S 4 5 1DCSP /R AH A, 78
XL 250 v T A AR R B e Y 4 4 U2 T
Dropout R34 MBI A& MERZ Ak, X L SE g 45

gk 5 Mgk 6 s,

£ 5 EHT UNSW-NB15 I NBIEMLEE
At O % ,
AR KR GRR F, 8
MLP'® 97.24  97.12  97.48  97.30
1DCNN™ 98.27 98.11  98.38  98.24
Attention-BiTCN'™!  97.57  97.44 9774  97.58
MobileNet! 99.24 9925 9920  99.23
LSTM-ResNet!?" 96.31  96.10  96.58  96.34
LNN!2 95.89 9569 9579  95.74
1DCSP 99.64 9955 99.61  99.58

* 6 EHTF CICIDS2018 FINE#MLE R

P e A ;
W KR AR F, 08

MLP' 99.61  99.21  99.53  99.36
IDCNN'! 99.18  99.23  98.78  98.99
Attention-BiTCN!"  99.41  99.33  99.12  99.22
MobileNet ™! 99.49  99.18  99.43  99.30
LSTM-ResNet!! 99.52  99.33  99.39  99.36
LNN'2 99.15  99.13  98.10  98.61
1DCSP 9965 9935 99.64 99.49
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AT 5 FIF 6 A5 AR U 1DCSP BRIAE
AN ECHE 46 1 DO 33 45 A - 35 BRAS B 4 1 3502, FE
UNSW-NB15 H1 CICIDS2018 43 5l 35 % 99. 64% FiI
99.65% W ERA % JIEH] 1DCSP fEM8 1§ R 545
WidE, R, 76 UNSW-NBI15 Fl CICIDS2018 43 51 Bt
53 99.58 F199.49 1Y F1 4345, iEH] 1DCSP J 4l Fi%
i AR R D A B R R R A A
I 1DCSP AH L A B 7R ELAT B4 i AR A M
2.2.2  BRa bR S

T UEH 1DCSP HA Bl iy % vk
FE0T LIE O 0 I R T 1 1 e 4% A R, AR Sk
PETE UNSW-NB15 FIl CICIDS2018 |- 47 22 /> #5 Al
TR/ INFIAESHL S (1] 74 XoF b S 6, JH r 4 2 ] J2 A5 A4
HERE—> epoch B BT[], R A0 X L S 0 45

m=E 7 s,
x7 WEK/N(KB) RIEERTE A7 ms
EEIIE S
N2 isallEiein] UNSW-NBI15 CICIDS2018
KA HIE] KA BE]

MLP! 58 0.785 69 18.588
IDCNN!! 34 1.131 46 18.678
Attention-BiTCN!'™ 129 1.294 282 18.742
MobileNet!*"’ 27 1.342 39 22.382
LSTM-ResNet!*" 137 2.196 200  19.913
LNN'# 42 1.628 54 19.787
1DCSP 21 2.253 32 20.390

S3HTER 7 I, 1DCSP AR AE AR R B s 4 13
T T AR AL TR, 18 A R E T YN 4
TG L, SHABIRIAE L, 1DCSP FEA5 R
TN EEAR R ERE A 1DCSP [ HE LR RN
SR AR AF AT R AT 232 Y L Y
2.2.3  ZRARBEAD L

ST UER] WDGP AT LA i 4 6 ) BR 855 T % i
PEAAZ RN 22 43 FEAB Y (1) A ARG P B, A SCHE 5
£ CICIDS2018 $idli4E b ik A7 Z2 A3k R e J7 1k i Xt
e SEH i RAE T I dE SMOTE! | GANT™ ik 3¢
L WDGP, 78 T I X L SE 56 /1, e 881t CIC-
1DS2018 H 4 4 v (1) DB AR LU T 800 42 1 3
KHE, CICIDS2018 $04in 8 A 11 FhAS [F) 28 AUk s,
A5 BB E R, 402 Bot, Web, XSS, LOIC-
UDP #il Slowloris, HA3 7 i 8 fis

Forr Bot Taliil il &k K i i o S X
Z RS GR35 B A P TR IE H R AR IR %5 19 H
14, " A A A A e s ) P oK TR — TP s
AN TP ik R 7 Bid oK ; Web 1 XSS Hitiilad &
R EHAFEARGE SR, SR E ST RS

PRI P B0 B0, eI S i iR i o K H
TR SHE o B AU sURR R 74 ; LOIC-UDP iy
55 Bot BrlitHLL, 2 ik R 2 TTH &, A~
i Bot —BET X Z 1 LOIC-UDP P 241 % [ %
2, E R R RN BRI TP A3 B K B A G
FHIY) UDP #5458 £, ; Slowloris T 33 A& 1% A 52 4 1Y
TR BV i AR R U X 52 iR 55 4 B2 IR, B I I
iR AU R IR S8 HE R A
&8 CICIDS2018 DE KB AEIES T

25 PlEERSS M

Bot 16 690 4102
Web 502 109
XSS 184 46
LOIC-UDP 1 391 339

Slowloris 8 791 2 199

I3 Hr2E 8 W15, CICIDS2018 Kt Fh 243 A AN
B5 ML TN H A 86 523 Sk 2R MHA
Benign VKLY, 3% 8 A RIRFEA B /D 1) XSS 26
#IH A Benign ZEMAY 0.21% , 31X 235 B0R 855 7] T3
W 5 Z2 000 285 T 2008508 DTS2 M A 76 g 3 4
TSRS . 0% 1 5 4 . SMOTE ! i SR
Bl  GAN' 5 SR FE SR 42 1 WDGP i R B 5L
PRAEHEAT 1DCSP 253 28 ARAGIN SE 55, S 56 25 21
Wk 9~k 12 FiR,

=9 1DCSP SHENEBRNLER

T
e 7 S s A —
HERR R BEE F, 05

B 93.52 94.43 85.00 89.47
SMOTE" 99.08 87.15 95.69 91.22
GAN! 99.44 99.06 91.74 95.20
WDGP 99.55 99.54 91.68 95.75

R 10 1DCSP ZHLDHAFHANRENFERHE
eS|
Bot  Web XSS LOIC-UDP Slowloris

EH 100.00 89.87 100.00 100.00  99.13
SMOTE!™  95.11 29.51 2.12  85.13 95.81
GAN!2 97.78 88.42 70.73 100.00  97.33
WDGP 98.65 98.68 63.79 100.00  98.96

WRFETT A

R 11 1DCSP ZH L DERBERNEKRI B EZ

— N, N %%”
TR T
Bot Web XSS LOIC-UDP Slowloris
EH 49.14 65.13 50.00 99.12 98.95
SMOTE!'"  48.82 77.98 91.30 99.71 100.00
GAN!™! 94.90 77.06 63.04 100.00 99.82
WDGP 9998 68.81 84.09 100.00  99.59
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% 38 %

Fz 12 1DCSP &5 L DERFEANERD F1 55

Bl

TERFETT Ik
Bot Web XSS LOIC-UDP Slowloris
E# 65.89 75.52 66.67 99.56  99.03
SMOTE'"!  64.52 42.81 4.14 91.46 97.86
GANM 96.31 82.35 66.66 100.00  98.55
WDGP 99.31 81.08 72.55 100.00  99.28

# 9 /RN 1DCSP £ =Ml REETIE T £
SRR A5 2R . BRTE SMOTE 33 R A £ 48 4R
(R ARSI A 2561 bR 280 2 SRR A 1 3 Sl 4
ARG RS fff A%, 1F 85 B8 42 A AR A DU A
FEAREBELAL T 59 4 = Fh 2t s REE ik e B 2 1Y
MNAZREPEA R B , BB = B ad SRAE 7 kT LA
SR R TE 2 2RI DL T AR MR, =
T SRR T TR AR RGO B A 25 AN K, X R
P A VA R A 52, BT R b 2 B
e 2 T/ BB U REME N 2% . SMOTE | F
A B S AE WA Fe 3l AR AR )4 (6 7 X008 ik ke
A FEUE ) DA I H A Z (1] (AR
=5 ) BEERERE , U8 T BERFEA 4R IE R
I DECRFEAR B FRE , 25 5 DR R R B AR 25 5 T
i, ORGSO R BRI A PR = . GAN H T IR
AR F s A ] 0 PH A AR | AR i A
AFFIEAHEST WDGP W 22 — i, 7EHE 2R R il %
FIF1 2350 KT WDGP, WDGP 7EHERT R K
TN F1 538007 T, 3498 B e, E W H Gk SR 5 4K
PaBE I 2253 FENARAG I RE L5 & R BUAE — Pl Reb
TR, $210~3 12 Fi7R A 1DCSP 78 =Fhid
KRFETTIE T 22 /DB FEAR 1) A AR A 45
LOIC-UDP I Slowloris 2 7 [ ¥t 4f i 2 /D Bk
A BT e R, B0k R AR B R, /)
LOIC-UDP >y UDP 2 #43i f2 H 5 & filf #, Slowloris
Ry (A H HSCHE A B L B ] PN R 3k 218 B
SMOTE J5 40 HoAth 77 125 PR3RS 5 %2 L 43 181 Rl F
IPERERRAN K, HOX R AREE N S %, Bot TR
SRR RS A A N P R A T AR R S R,
ERAE AL, — AU a0 [R5 P 4 —
P, 1T 05— AT iR AR E T i, 7R IE W AR AR AN
SMOTE st RAEERRAE T, fh T H 2 &% 007 1E T
HEUIE R M, O BB RHE AR S R
AMIER A, 25 % ik, T 7E GAN Fl WDGP i1 >k
FERCHEAE T, A B 2B 0 U 2 2 TR D 1E U
B L, BSR4 i AR ) Bot 2R A, Web

FXXS 37 e K FL SR S 800 5 R iR
5,43 M HAFAE T LA & B, Web A1 XXS 5 Bot AH{LL,
FURGE Web JE3c 8 & ik = 4 i, A OO — 4%
FRC R, XSS R B AR AR E, WY
Bot A [, BEFIZE GAN Fl WDGP 3 RAE B4 1
ZEA AR B 2L b AE 5 e 45 il SMOTE 3 2k
FERIREE T 4f . 255 0T 9~ 3% 12 [ 1%, WDGP
BERFEITVEAE 1DCSP £ 43 2K AR K I T £ 432 /0
BUFEAR A ARG 52 56 245 5 rp 389 9 0 o B i vy o SR
FEPERE , PTG RLE2 THI I W R 58 T 4% i Al A=A
A AIAE 2243 28 AR AN Hh () 1 BE

3 HRiE

X T E P BRI T A %Y e BRI AZ IR T R
A ELRE R P 8 3 g A 2 AR A PR — R R T
WDGP F1 1DCSP 1) A {4 I #2 ! WDGP-1DCSP
R e 454 T WGAN-GP I DCGAN YA A4,
i WGAN-GP iyt 2% pR AR BS BE AR T AL 5 DC-
GAN (1) 90 4 5 iy ffi 55 700 A g 1) 50 90 I e I 2 4
Tt , AP AR Al )8, A 2 5 R E R R
AT B YN R J T8 R 4R . SR, A AL 7
IDCNN ZAit R A CSP HESE | 38 5 85 B B R iR i
FRIE T TE R B &2 2 B AT A g [ ) 3
— R TR I B ER R B, A2
B 4 T HEAT % L SIS UE B, T $E AT WDGP-
IDCSP REASTEA PR 1 TH B FNAE A BT I T S5 20 i 2%
(R AR, kg A% A 40 30k Do) A 355 v g A AR A DR I 5
FRALfE S

AR TR WDGP-1DCSP 1245 E 5 4
WAS T AN R B AV 205 4 I R P ek
E, TEARRAIE 7 i B e LS A B T
PO, 5 | ATE 2 m A He R DLitE— 20 B AR AsE Y
AT AR, IF $2 B 0 A 32 Ak 6 0 S5 AG T AR

fiEds
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