%38 % %114 i R FH K F R Vol.38 No. 11
2025 % 11 A CHINESE JOURNAL OF SENSORS AND ACTUATORS Nov. 2025

Design of Secondary Enhanced Encryption Method for
Data Storage of IoT Hybrid Sensor Nodes *

GONG Fagen' ,HE Yongjun®,ZHONG Shaohong’*

(1.Practical Training Center, Guangdong Polytechnic of Science and Technology ,Zhuhai Guangdong 519090, China;
2.Computer Engineering Technical College ( Artificial Intelligence College) , Guangdong Polytechnic of Science and
Technology ,Zhuhai Guangdong 519090, China ;3.School of Computer Science and Information Engineering,
Central South University of Forestry and Technology, Changsha Hu’nan 410004, China)

Abstract: IoT hybrid sensing nodes cover multiple sensors, each sensor has a large amount of data and is prone to containing a large
amount of sensitive information. In order to improve the security of data storage in loT hybrid sensor nodes,a secondary enhanced en-
cryption method for IoT hybrid sensor node data storage is proposed. Neural networks and composite discrete chaotic systems are used to
perform initial encryption of sensor node data,and AES algorithm and ECC algorithm are combined to peform secondary encryption of
sensor node data. The ciphertext, AES key block, and signature block are direct transmitted to the receiving end to achieve secondary
enhanced encryption of mixed sensing node data in the Internet of Things. The simulation results show that the key generation time and
encryption time of the proposed method are always below 280 ms, and the storage cost is less than 1.6x10* byte. The information leak-
age ratio is less than 0.13,which can effectively reduce the execution time of the encryption process,data storage overhead,and informa-
tion leakage ratio, protect the data of IoT hybrid sensor nodes,and improve the data storage security of IoT hybrid sensor nodes.
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