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Abstract:In order to improve the accuracy and reduce the energy consumption of intrusion detection in industrial wireless sensor net-
works ,a global trust intrusion detection algorithm based on attribute change rate is designed. The global trust value of the node is ob-
tained through the attribute change rate to detect the attack. The optimal cluster head set is selected by using artificial bee colony algo-
rithm to ensure the high reliability of cluster head and reduce the energy consumption of the whole network. The trust of the temporarily
failed node is restored through the trust recovery mechanism to reduce the false alarm rate. Experiments show that this scheme has high
detection rate and low false alarm rate,and can prolong the life cycle of the network.
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