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Communication Anomaly Intrusion Detection Technology for
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Abstract ; Wireless sensor network communication is vulnerable to third-party attack because of its limited node re-
sources,so based on machine learning, a wireless sensor network communication anomaly intrusion detection tech-
nology is studied. Support vector machine is applied to wireless sensor network ,and the node location model of sup-
port vector machine is constructed in the initial weight space. The current network communication state is defined,
the concept of node importance is established ,and the node with strong importance is set as the easy object to be at-
tacked. The potential loss caused by abnormal behavior is calculated. If it is greater than the critical set value,the
node is regarded as abnormal intrusion and isolated. The simulation analysis shows that the false positive rate of the
method is always less than 6% ,the highest miss detection rate is 4% ,the network energy consumption is less than 2
J,and the fluctuation range of abnormal intrusion detection time is 2 s~6 s in the process of 25 iterative simulation
analysis. The simulation results show that the proposed method has excellent accuracy and efficiency in anomaly in-
trusion detection , can effectively reduce network energy consumption,and has strong robusiness.
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