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A Dynamics Model of Disclosing Malware Propagation in Heterogeneous WSNs *
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Abstract ; Malware propagation in heterogeneous WSNs ( HWSNs ) has seriously threatened the data security and net-
work reliability of HWSNs. In order to reveal the inherent law of the HWSNs malware propagation,a new epidemic
model named SEQIRD ( Susceptible-Exposed-Quarantined-Infected-Recovered-Dead ) is proposed , which considers the
mechanism of latency and quarantine. The dynamic transformation process of each state of a heterogeneous sensor
node (HSN ) is described by using a group of differential equations. The stable points of SEQIRD are calculated acord-
ing to the stability theorem of differential equations. The basic regeneration number of SEQIRD is obtained based on
the next generation matrix method ,and the stability of the malware-free equilibrium of SEQIRD is proved. Simulation
experiments verify the conditions of the disappearance of HWSNs malware and the influence of key state
transformation probability parameters on the stability of SEQIRD. The results obtained lay a theoretical foundation for
system administrators to formulate a series of security defense strategies to suppress HWSNs malware propagation.
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