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Location of Sybil Attack Source under Heterogeneous IWSN*
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Abstract: An RSSD-based location estimation algorithm is adopted to against the problem of Sybil attack source lo-
cation in industrial wireless sensor networks. First,use DV-Hop algorithm to estimate the coordinates of unknown
reference nodes and preprocess the RSSI value. Then,transform the attack node position estimation problem into a
solution to the nonlinear equations. The attack nodes are located by using the least square method and the Taylor se-
ries expansion method. MATLAB simulation results show that the localization algorithm can effectively reduce the
noise interference,solve the problem that the attack source does not cooperate with positioning and the number of
beacon nodes is too,and significantly improve the node positioning accuracy.
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